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Amendments to the Claims: 

This listing of claims replaces all prior versions, and listings, of claims in the application. 
Listing of Claims: 

1 . (Currently amended) In a network connectable to a printer and a registration server, 
a network registration protocol for registering the printer on the network, including the steps 
of: 

installing a secret unique identifier in the printer and in a database of the 
registration server, before the printer is connected to the network; 

transmitting the secret unique identifier from the printer to the registration server 
and receiving the identifer in the registration server using a secure transmission over said 
networ k, wherein the secret unique identifier is not otherwise transmitted in the clear, when 
the printer is connected to the network; and 

authenticating the printer to the server by comparing the secret unique identifiers 
installed in the database of the registration server and received in the registration server from 
the printer. 

2. (Original) The network registration protocol according to claim 1, including the 
further step of holding said secret unique identifier in non- volatile memory in said printer, 
together with a public unique identifier. 

3. (Original) The network registration protocol according to claim 2, including the 
further step of creating a public key together with its paired private key in said printer. 

4. (Original) The network registration protocol according to claim 3, including the 
further step of, at said time the printer is connected to the network, transmitting the secret 
unique identifier, the public unique identifier and the public key over the network to the 
registration server using said secure transmission. 

5. (Original) The network registration protocol according to claim 4, including the 
further step of testing the received secret unique identifier and public unique identifier in the 
remote registration server to verify the identity of the printer. 



6. 



(Original) The network registration protocol according to claim 5, where said 
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secure transmission comprises the further step of said printer obtaining said registration 
server's certificate, authenticating it with reference to a certificate authority, using a public 
key-exchange key in said certificate to exchange a secret session key with the server, and 
then using said secret session key to encrypt said transmission. 

7. (Original) The network registration protocol according to claim 6, including the 

further step, in the event the printer's identity is verified, of creating and signing a certificate 
containing said printer's public unique identifier and public signature key, in said server; and 
storing the printer's certificate in a database for retrieval by third parties wishing to 
exchange data with the printer. 



8. (Cancelled) 



